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Abstract

Automating software evolution requires both identifying
precisely the affected program points and selecting the ap-
propriate modification at each point. This task is particu-
larly complicated when considering a large program, even
when the modifications appear to be systematic.

We illustrate this situation in the context of evolving
the Linux kernel to support Bossa, an event-based frame-
work for process-scheduler development. To support Bossa,
events must be added at points scattered throughout the ker-
nel. In each case, the choice of event depends on properties
of one or a sequence of instructions. To describe precisely
the choice of event, we propose to guide the event inser-
tion by using a set of rules, amounting to an aspect, that de-
scribes the control-flow contexts in which each event should
be generated.

In this paper, we present our approach and describe the
set of rules that allows proper event insertion. These rules
use temporal logic to describe sequences of instructions
that require events to be inserted. We also give an overview
of an implementation that we have developed to automati-
cally perform this evolution.

1. Introduction

An important challenge in automating software evolu-
tion at the program level is to capture the conditions char-
acterizing the points at which an existing system has to be

1 Partially funded by the EU project EASYCOMP
(www.easycomp.org), no. IST-1999-014191; also supported by
PELAB, Linköping University, Sweden

2 This work was sponsored in part by Microsoft under contract 2003-
146.

modified and the changes that should be performed at each
such point. This problem is particularly acute when consid-
ering large systems that implement many intertwined func-
tionalities, each following a complex protocol. An exam-
ple of such a system is a modern operating system (OS),
which provides a wide range of services, each of which
must interact in a consistent way with multiple low-level
kernel resources. We examine the problem of OS evolution
in the context of adding support for the Bossa framework for
scheduler development into the Linux OS kernel. The goal
of Bossa is to simplify the design of a kernel-level process
scheduler so that an application programmer can develop
specific scheduling policies without expert-level OS knowl-
edge [11, 12]. A Bossa scheduling policy is implemented
as a module that receives information about process state
changes from the kernel via event notifications and uses this
information to make scheduling decisions. Preparing a ker-
nel for use with Bossa requires inserting these event notifi-
cations at scheduling points throughout the kernel.

Evolution of the Linux kernel to support Bossa is com-
plex, for several reasons. First, we would like Bossa to be
usable across the many sub-series Linux releases, which
contain bug fixes but not new algorithms. A solution based
on patches is not sufficient, because the line numbers of
scheduling points and the code immediately surrounding
such points can differ across releases. Second, some of the
changes required to support Bossa depend on control-flow
properties. Detecting such properties by hand is error-prone,
even when considering a single version of Linux. Finally,
making any changes by hand across multiple files of a large
piece of software (Linux currently amounts to over 100MB
of source code), is tedious and error-prone. These difficul-
ties are compounded by the fact that standard debugging
tools cannot be applied to a running kernel, making it es-
sential that the evolution be done correctly the first time.

These considerations call for an approach to program
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evolution that identifies program points by concept rather
than line number, and that allows the description of context-
sensitive properties. Aspect-oriented programming (AOP)
addresses the first issue. This programming technique is
targeted towards cleanly implementing a functionality that
crosscuts an application. The implementation of such a
functionality is isolated in a so-called aspect, which con-
tains a collection of code fragments and a formal descrip-
tion of the points at which these fragments should be in-
serted into the target application. While AOP does not rely
on line numbers, typical approaches to AOP only express
context information in terms of the stack of pending proce-
dure calls, as determined at run time. In Bossa, the choice
of event depends on the sequence of preceding assignments,
and this information can be determined statically, based
on an intra-procedural analysis, rather than run-time tests.
These properties suggest the need for a transformation sys-
tem that takes into account specific features of kernel code.

In this paper, we present an aspect system that addresses
the crosscutting of event notifications scattered over kernel
code and allows code fragments to be inserted at the gran-
ularity required for the integration of Bossa in an OS ker-
nel. This aspect system uses temporal logic to precisely de-
scribe code insertion points and thus resolve the context-
sensitivity issue mentioned above. We define an aspect that
describes the modifications of the Linux 2.4 kernel needed
for the use of Bossa and briefly present the implementation
of our aspect system.

In previous work, we instrumented the Linux 2.4.18 ker-
nel by hand to support Bossa. This instrumentation was in-
complete, as it did not support all of the kernel services
and drivers. Our transformation tool automatically treats all
of the files used in a given Linux configuration. Further-
more, by comparing the results produced by our transfor-
mation tool with the manual instrumentation, we found that
in constructing the manual instrumentation, we did not al-
ways choose the correct event notification. Thus, the tool is
both easier to use and more robust than a manual instrumen-
tation approach.

The remainder of this paper is structured as follows: Sec-
tion 2 gives some background on Linux scheduling and
Bossa events. Section 3 shows how we define a kernel-
evolution aspect for Bossa using rewrite rules based on tem-
poral logic. Section 4 gives an overview of the implemen-
tation. Section 5 presents related work and Section 6 con-
cludes.

2. Preparing Linux for Bossa

Figure 1 illustrates the relationship between the Linux
kernel and a scheduler implemented using Bossa. The ker-
nel generates scheduling events, that are transmitted to a
fixed Bossa run-time system, which then negotiates the
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Figure 1. Bossa architecture

scheduling behavior with the scheduler. The run-time sys-
tem first transmits an event to the scheduler, which pro-
cesses the event according to its policy and returns a re-
sult describing its state to the run-time system. If the state
of the scheduler indicates that there is no running process
but that some processes are ready to run, then the run-time
system requests that the scheduler elect a new process. The
use of a fixed event-based interface between the kernel and
the Bossa scheduler eliminates almost all dependences be-
tween them and thus enables the implementation of a wide
range of scheduling policies, with no change to the under-
lying kernel.

In this paper, our focus is on the insertion of the event
notifications into the Linux kernel. To provide some moti-
vation for the choice and position of these events, we first
describe the conditions governing the scheduling behavior
of Linux. We then use a concrete example to illustrate the
use of Bossa events. Finally, we consider some issues in-
volved in inserting event notifications automatically.

2.1. Scheduling in Linux

The basic Linux scheduling operations are process cre-
ation, termination, unblocking, blocking, yielding, and the
election of a new process. Process creation involves ini-
tializing a new process structure and then adding the pro-
cess to the ready queue. Process termination involves in-
forming the parent of the process that the process is end-
ing and then reclaiming the process structure. Unblocking
typically occurs in an interrupt that signals the availability
of some resource. Unblocking is performed by the function
try to wake up, which sets the state of the process to in-
dicate that it is ready to run (TASK RUNNING) and places
the process on the ready queue. Finally blocking, yielding
and the election of a new process are interdependent, be-
cause the blocking or yielding of the running process im-
plies that a new process must be elected. Indeed, in Linux
there is no block or yield function: there is only sched-
ule() which takes care of blocking or yielding as well.

Linux elects a new process using the function sche-
dule(). The effect of a call to schedule() on the run-
ning process depends on the state of this process. Three
states are of particular interest for scheduling: TASK RUN-
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NING, TASK UNINTERRUPTIBLE, and TASK INTER-
RUPTIBLE. TASK RUNNING indicates that the process re-
mains ready to run. If the SCHED YIELD bit is addition-
ally set, however, the process is temporarily ineligible for
election if any other ready process is available. The remain-
ing states indicate variants of blocking. Specifically, TASK-
UNINTERRUPTIBLE indicates that the process should

definitely block, and TASK INTERRUPTIBLE indicates
that the process should only block if there is no pending sig-
nal.

The function schedule timeout() is a wrapper for
schedule() that causes the running process to block for
at most a limited duration. The instrumentation described
for calls to schedule() also applies to calls to sched-
ule timeout().

2.2. Bossa events

Bossa event notifications amount to function calls that
inform the scheduling policy of some change in the over-
all scheduling state. To identify the source of an event, each
event notification is parameterized by a constant indicating
the file and function containing the event notification. Ac-
cording to the type and source of each event the scheduler
performs an appropriate scheduling action.

To illustrate the use of Bossa events in Linux ker-
nel code, we consider an extract of the Texas Instru-
ments IEEE1394 (Firewire) PCILynx driver for Linux
2.4.18, shown in Figure 2. This code implements schedul-
ing with Bossa when the CONFIG BOSSA symbol is
defined, and amounts to the original Linux code oth-
erwise. Lines 1-11 cause the running process to block
until the resource associated with the wait queue md-
->lynx->mem dma intr wait becomes available.
The loop between lines 13 and 25 causes the running pro-
cess to repeatedly pause until it receives a signal or
the condition of the while loop is no longer satis-
fied.

The original Linux code contains two calls to sched-
ule() (line 10 and line 23). The Bossa run-time system
provides specialized variants of this function that imple-
ment the Bossa treatment of a running process in specific
states. At the call to schedule() in line 10, the state has
most recently been initialized (in line 1) to TASK INTER-
RUPTIBLE. In this case, we replace the call to sched-
ule() by a call to schedule interruptible(),
which is the variant of schedule() that implements the
Bossa treatment of processes in the TASK INTERRUPTI-
BLE state. At the call to schedule() in line 23, the state
of the running process is TASK RUNNING; this is the state
of a process on return from a preceding call to sched-
ule() (i.e., in line 10 or line 23) and there is no interven-
ing process state change. In this case, we replace the call

1 set_current_state(TASK_INTERRUPTIBLE);
2 add_wait_queue(&md->lynx->mem_dma_intr_wait,
3 &wait);
4 run_sub_pcl(md->lynx, md->lynx->dmem_pcl, 2,
5 CHANNEL_LOCALBUS);
6
7 #ifdef CONFIG_BOSSA
8 schedule_interruptible(MEM_DMAREAD);
9 #else

10 schedule();
11 #endif
12
13 while (reg_read(md->lynx,
14 DMA_CHAN_CTRL(CHANNEL_LOCALBUS))
15 & DMA_CHAN_CTRL_BUSY) {
16 if (signal_pending(current)) {
17 retval = -EINTR;
18 break;
19 }
20 #ifdef CONFIG_BOSSA
21 schedule_running(MEM_DMAREAD);
22 #else
23 schedule();
24 #endif
25 }
26
27 reg_write(md->lynx,
28 DMA_CHAN_CTRL(CHANNEL_LOCALBUS), 0);
29 remove_wait_queue(&md->lynx-
>mem_dma_intr_wait,
30 &wait);

Figure 2. Excerpt of the PCILynx driver after
insertion of Bossa event notifications

to schedule() by a call to schedule running(),
which is the variant of schedule() that implements the
Bossa treatment of processes in the TASK RUNNING state.

The choice of schedule function does not affect the al-
gorithm expressed by the PCILynx driver code. Instead, the
use of a specialized schedule function informs the Bossa
scheduling policy of the state of the running process, so that
the policy can use this information when it elects a new pro-
cess.

2.3. Issues in automating Linux instrumentation

The main problem in preparing a kernel for use with
Bossa is to determine the state of the running process at the
point of each call to schedule(). Our analysis of Linux
kernel code shows state changes occur in the same function
as the affected schedule() operation, and thus an intra-
procedural analysis is sufficient. Furthermore, at each state
change operation whose effect reaches a call to sched-
ule(), the affected process is the running process. Thus,
we do not need to detect aliases between process references.
The program patterns we consider always appear in one of
only a few fixed forms due to kernel coding conventions.
For example, after macro expansion, the setting of the pro-
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cess state is always expressed by the direct assignment of a
constant state value to the state field of the process. Thus,
a dataflow analysis is not needed. Overall, these properties
suggest that automatic instrumentation can be carried out
efficiently.

Many of the Bossa event notifications require simply
identifying a single statement and inserting code before, af-
ter, or in place of this statement. An example is the rule
to replace try to wake up by the Bossa event notifica-
tion for unblocking a process. The instrumentation of a call
to schedule(), however, depends on the state of the run-
ning process, which in turn depends on the set of updates to
this state that can reach the call to schedule(). For ex-
ample, treatment of the call to schedule() in line 10 of
Figure 2 requires considering both the code preceding the
while loop and the entire loop body. We thus argue for
rewrite rules that take into account control flow properties.

3. AOP-based instrumentation of the Linux
kernel

We present an aspect for Bossa instrumentation as a set
of rewrite rules that use temporal logic to describe the con-
ditions under which specific event notifications should be
inserted. Temporal logic is commonly used to express prop-
erties of sequences of events, particularly in the context of
model checking [8]. Our approach is inspired by that of
Lacey et al., who use this logic to define rewrite rules that
describe common compiler optimizations [9, 10].

We focus on the rules describing the treatment of
schedule(), as these are the rules where the choice
of event depends on properties of sequences of opera-
tions. We first identify the set of rules that is needed, then
present the form of our rules, including a brief introduc-
tion to the temporal logic we are using, then define some
of the predicates and other formulas that we use to de-
scribe control flow properties, and finally give the rewrite
rules that govern the treatment of calls to sched-
ule(). The rest of the rewrite rules are given in the
appendix. There are 38 rules in all.

3.1. Linux scheduling properties

The treatment of a call to schedule() depends on
the state of the running process. Some combinations need
not be considered. For example, because a process in the
state TASK UNINTERRUPTIBLE can at any point receive
an unblocking interrupt that sets its state to TASK RUN-
NING, there is no need to distinguish the case where the
state is explicitly only set to TASK UNINTERRUPTIBLE
from the case where it is additionally set to TASK RUN-
NING along some control-flow paths. The same observa-
tion applies to processes in the state TASK INTERRUP-

add_wait_queue();

run_sub_pcl();

schedule();

true

false

if(signal_pending(current))

schedule();

while(...)

set_current_state(TASK_INTERRUPTIBLE);

reg_write();

remove_wait_queue();

retval=−EINTR;

n

Figure 3. CFG for excerpt of PCILynx driver

TIBLE. Based on these observations, we need rules that
take into account only the following state combinations:
TASK RUNNING only, TASK RUNNING and TASK UN-
INTERRUPTIBLE, TASK RUNNING and TASK INTER-
RUPTIBLE, and finally TASK UNINTERRUPTIBLE and
TASK INTERRUPTIBLE. We furthermore must take into
account the possibility of a request to yield the running pro-
cess. Such a request appears either on all incoming control-
flow paths or on none, thus doubling the number of rules.
In all, we obtain 8 rules for the treatment of schedule().
One more rule is needed for the call to schedule() in
the kernel idle loop, because Bossa treats the process run-
ning the kernel idle loop differently from other processes.

3.2. Rewrite rules

To be able to capture control-flow properties, our rewrite
rules are based on control-flow graphs (CFGs), i.e., graphs
in which nodes represent either individual statements or de-
cision points of the program, and edges connect nodes that
can be executed in sequence. Figure 3 shows the CFG for
the code excerpt of Figure 2.

We use rewrite rules of the form:

n � LHS � RHS If condition . . .

where LHS is a pattern to match against CFG nodes,
RHS describes the action that should be performed when
this match succeeds, and condition . . . lists the appli-
cability conditions for this transformation. Some ac-
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tions are Before(n, f ), Rewrite(n, f), or After(n, f ),
which cause a call to f to be inserted before, in place
of, or after, respectively, any node n matching the condi-
tion. In each case, the inserted call is given a first argument
that is an integer constant indicating the file and func-
tion containing the matched node. These constants are
used by some parts of Bossa to define specialized han-
dling of events from particular sources. If f is replaced
by f�args�, the inserted call is also passed the argu-
ments used by the code that matches LHS. This option is
only meaningful if LHS matches a function call.

An example of a rewrite rule is:

n � �call�try to wake up��
� Rewrite�n�bossa unblock process�args��

This rule matches any call to the function try to wake-
up. A node matching this pattern is given the name n. The

use of Rewrite indicates that the call to try to wake up
is replaced by a call to bossa unblock process. The
function wake up process shown below illustrates the
effect of applying this rule.

inline int
wake_up_process(struct task_struct *p) {
#ifdef CONFIG_BOSSA

return
bossa_unblock_process(WAKE_UP_PROCESS,p,0);

#else
return try_to_wake_up(p,0);

#endif
}

The applicability conditions in our rewrite rules describe
properties of the nodes along a collection of paths in a CFG.
For this purpose, we use judgments of the form: n � �

where n is a node of the CFG and � is a formula of tem-
poral logic (specifically, a variant of CTL [9]). Formulas in
this logic are as follows:

� ��� p j �� j �� � �� j �� � ��
j A��� U ��� j E��� U ���
j A���� U ��� j E���� U ���
j AX��� j EX��� j AX���� j EX����

The formula p is any proposition. The operators �, �, and�
are defined as in propositional logic. The remaining formu-
las describe universally and existentially quantified collec-
tions of paths. We illustrate the semantics of these formulas
by examples.

A judgment of the form n � A��� U ��� is satisfied if
for each path beginning at n, every node along the path sat-
isfies �� until a node n� satisfying �� is reached, or the
path loops infinitely and every node in the path satisfies ��.1

The node n� need not satisfy ��. For Bossa, we are primar-
ily interested in analyzing nodes whose execution precedes
a call to schedule(), and thus we consider paths that

1 Technically, we use the “weak” form ofA��� U ���.

end, rather than begin, at the given node n. Such a back-
wards search is expressed by the operator �; thus, we typ-
ically use formulas of the form A���� U ��� rather than
A��� U ���. Using such a formula, we can describe the
property that the state of the running process is set to the
state TASK RUNNING on all paths reaching some node n,
as follows:

n � A���changeOfState�� U changeToRunning���

The formulas E��� U ��� and E���� U ��� are analo-
gous toA��� U ��� and A���� U ��� but only require the
existence of a path whose nodes satisfy the subformulas.
Here, however, looping is not allowed; the path must con-
tain a node satisfying ��.

Calling the function schedule() always causes the
state of the running process to become TASK RUNNING,
and thus the above formula is not sufficient to detect that the
state of the running process is already TASK RUNNING at
the point of a call to schedule(). To avoid taking the ef-
fect of schedule() itself into account, we need to start
the search for state changes at all nodes preceding the cur-
rent node n. This property is expressed using the formula
AX����. We thus modify the previous example as follows:

n � AX��A���changeOfState�� U changeToRunning����

The dashed arrows in Figure 3 represent the paths whose
nodes are tested in checking this judgment with respect to
the node representing the call to schedule() within the
while loop. The formulasEX����, AX���, and EX���
are defined analogously.

3.3. Describing Linux scheduling properties using
temporal logic

The conditions of our rules use a number of atomic pred-
icates to describe properties of the source program. The
predicate schedule() is true of a call to either sche-
dule() or schedule timeout(). The predicate
setState(�) matches a setting of a process state to the state
�, where � is the name of a Linux process state. The predi-
cate yield() matches a request to yield the current process.
The predicate entry() is true of the entry point of the cur-
rent function. Finally, the predicate inFunction(f) is true
of any code that appears in the function f . For concise-
ness, we also use the predicates shown in Figure 4.

Any of these predicates can also appear as the LHS pat-
tern of a rewrite rule.

To simplify the presentation of the rules, we define
some abbreviations for complex formulas, as shown in Fig-
ure 5. The abbreviation stateRunning() checks that along
all control-flow paths the state has most recently been set to
TASK RUNNING, as presented in Section 3.2. The abbre-
viation stateUnintInt() checks that along all paths the state
is most recently set to either TASK UNINTERRUPTIBLE
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changeToRunning���
setState�TASK RUNNING� � schedule��� entry��

changeToBlocking���
setState�TASK UNINTERRUPTIBLE� �
setState�TASK INTERRUPTIBLE�

changeOfState�� �
changeToRunning��� changeToBlocking��

Figure 4. State predicates

stateRunning���
AX��A���changeOfState�� U changeToRunning����

stateUnintInt���
AX��A���changeOfState�� U changeToBlocking���� �
EX��E���changeOfState�� U

setState�TASK UNINTERRUPTIBLE��� �
EX��E���changeOfState�� U

setState�TASK INTERRUPTIBLE���
stateUninterruptible���
AX��A���changeOfState�� U �changeToRunning���

setState�TASK UNINTERRUPTIBLE���� �
EX��E���changeOfState�� U

setState�TASK UNINTERRUPTIBLE���
stateInterruptible���
AX��A���changeOfState�� U �changeToRunning���

setState�TASK INTERRUPTIBLE���� �
EX��E���changeOfState�� U

setState�TASK INTERRUPTIBLE���
requestYield��� AX��A���schedule�� U yield����
requestNoYield���
AX��A���yield�� U �schedule��� entry�����

Figure 5. Abbreviations of complex formula

or TASK INTERRUPTIBLE. The existential clauses used
in this case check that each state occurs along at least
one incoming control-flow path. The abbreviations sta-
teUninterruptible() and stateInterruptible() are similar,
but require that only TASK UNINTERRUPTIBLE or only
TASK INTERRUPTIBLE appears. Finally, requestYield()
checks that yielding is requested along all paths and re-
questNoYield() checks that yielding is not requested along
any paths.

3.4. Rules for kernel instrumentation

We now present the rules that control the instrumentation
of calls to schedule() and schedule timeout().
Rules are formulated for schedule() and apply analo-
gously to schedule timeout(). For example, in the
first rule below, schedule timeout running would
be used in place of schedule running.

If the state of the process is TASK RUNNING at the point
of a call to schedule(), the call to schedule() should

n � �schedule��� �
Rewrite�n�schedule uninterruptible�args��

If n � stateUninterruptible��� requestNoYield��

n � �schedule��� �
Rewrite�n�schedule yield uninterruptible�args��

If n � stateUninterruptible��� requestYield��

n � �schedule��� �
Rewrite�n�schedule interruptible�args��

If n � stateInterruptible��� requestNoYield��

n � �schedule��� �
Rewrite�n�schedule yield interruptible�args��

If n � stateInterruptible��� requestYield��

n � �schedule��� �
Rewrite�n�schedule unint int�args��

If n � stateUnintInt��� requestNoYield��

n � �schedule��� �
Rewrite�n�schedule yield unint int�args��

If n � stateUnintInt��� requestYield��

Figure 6. Rewrite rules for blocking states

be replaced by a call to schedule running. The rule is
as follows:

n � �schedule��� � Rewrite�n�schedule running�args��
If n � stateRunning��� requestNoYield���

�inFunction�cpu idle�

This rule checks that the state of the process is TASK RUN-
NING and that yielding is not requested. The rule addition-
ally specifies that the call to schedule() does not ap-
pear in the function cpu idle, which is the function im-
plementing the kernel idle loop. We thus additionally have
the rule:

n � �schedule��� � Rewrite�n�schedule from idle�args��
If n � stateRunning��� requestNoYield���

inFunction�cpu idle�

The call to schedule() in the kernel idle loop matches
only this rule, so we do not check for cpu idle in the
remaining rules. Finally, the following rule treats the case
where the state is TASK RUNNING and the process should
yield.

n � �schedule��� �
Rewrite�n�schedule yield running�args��

If n � stateRunning��� requestYield��

The remaining rules are similar, and are shown in Figure 6.
We have presented the complete set of rules for trans-

forming calls to schedule() and schedule time-
out(). As a sanity check, however, we have an extra rule
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that checks that every call to schedule() or sched-
ule timeout() matches at least one of the above rules:

n � �schedule���
X

� Error��nomatchingrule
���

The symbol
X
� indicates that this rule should only be used

if no other rule applies. The action Error(s) signals an er-
ror during the transformation process. In the Linux 2.4.18
configurations we have tested, this rule is never triggered.
The transformation engine additionally tests whether mul-
tiple rules match. Again, in the Linux 2.4.18 configurations
we have tested, this never occurs.

As noted in Section 2.3, we assume that scheduling ef-
fects are intra-procedural; that is, a setting of the process
state to a blocking state or a request for yielding a pro-
cess always reaches only the calls to schedule() and
schedule timeout() in the current function. Com-
plete validation of this hypothesis would require an inter-
procedural analysis, and our study of Linux kernel code
suggests that scheduling behavior is sufficiently stylized
that such an analysis is not needed. Nevertheless, we do
include the following rules, which check that there is no
control-flow path on which a function ends in a blocking
state or requesting to yield a process:

n � �changeToBlocking���� Error��unexpectedblock���
If E��changeToRunning�� U return���

n � �yield���� Error��unexpectedyield���
If E��schedule�� U return���

Unlike the earlier rules, these rules look forward in the con-
trol flow, and thus use E rather than E�. The rules also
use the predicate return(), which matches any sort of re-
turn statement, including one that is implicit.

In the Linux configurations that we have tested, these er-
ror rules are very rarely triggered. The setting of the state
to a blocking state with no subsequent resetting of the state
to TASK RUNNING occurs in only two functions (in two
separate files, among the device drivers). In one case, the
function is part of a kernel thread that terminates after the
state change operation. In the other case, the state change
reaches the call to schedule() that is performed on re-
turning from a system call. This call to schedule() is
implemented as a generic version that can accept a run-
ning process in any state. Nevertheless, this is the only case
we have found where a process in a blocking state reaches
this call to schedule; as the occurrence is in driver code,
and driver implementers are often more expert in the as-
sociated device than the targeted kernel, we may consider
whether this code is actually an error. In the Linux config-
urations that we have tested, the only case where yielding
is requested without subsequently calling schedule() or
schedule timeout() is in the treatment of the yield
system call; this system call is reimplemented as a Bossa
event, so the Linux code is not relevant in this case.

4. Instrumentation in practice

We have implemented the Bossa kernel instrumentation
using the CIL transformation system for C programs devel-
oped by Necula et al. [1, 13]. CIL has been shown to treat
Linux kernel code correctly and it provides a tool for con-
structing an intra-procedural CFG.

4.1. Implementation

The implementation of the Bossa kernel instrumentation
is divided into two phases: an analysis phase and a patch-
ing phase. The analysis phase uses CIL to first create and
then traverse the CFG of each function in order to iden-
tify the nodes at which rule apply. This traversal includes a
standard fixed-point computation to test the satisfaction of
temporal logic formulas on subgraphs [8]. The rules them-
selves are specified in a module that is separate from the rest
of the analysis, to make the analyzer easy to extend, e.g.,
to account for changes in a future major release of Linux.
On each match, the analysis phase emits a record of the cur-
rent program point and the matched rule. This record is then
used by the patching phase, which is implemented in Perl,
to insert the appropriate event notification.

CIL is a program transformation system, and thus is able
to construct C code from its internal representation. We
could have implemented our rules by making changes to
the intermediate representation during the analysis phase,
rather than recording the changes and using a separate
patching phase. The C code generated by CIL, however, fol-
lows the intermediate representation, in which some of the
structure of the original program is not preserved. Patch-
ing the original source code implies that the generated code
is readable and avoids any inefficiencies that might be in-
troduced by the CIL intermediate representation.

4.2. Assessment

The implementation of the analysis amounts to about
1400 lines of OCaml code, and the implementation of the
patching script amounts to about 250 lines of Perl code. The
number of files processed depends on the Linux configu-
ration that is used. For a configuration providing standard
features on our test machine, 93 .c files were processed,
of which 77 were instrumented with Bossa events; process-
ing these files additionally implied the patching of 4 header
files. This processing requires roughly 15 minutes on a 800
MHz Pentium III, including kernel compilation time. Ta-
ble 7 summarizes the number of uses of the schedule()
rules. Table 8 shows the distribution of the uses of these
rules within the kernel source tree. Most of the remaining
rules apply at only one point in the kernel.
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Event Occurrences
schedule from idle 1
schedule running 32
schedule pause running 19
schedule uninterruptible 21
schedule interruptible 34
schedule unint int 2
schedule timeout running 2
schedule timeout uninterruptible 11
schedule timeout interruptible 31

Figure 7. The number of occurrences of each
schedule event (non-occurring events are
omitted)

Directory Events
arch/i386 11
drivers 46
fs 31
ipc 3
include 1
kernel 22
mm 12
net 25

Figure 8. The distribution of schedule
events

5. Related Work

Our work is in the spirit of Event-based AOP [4], a
form of AOP that allows the modification of programs at
points determined in terms of arbitrary execution events
and the relations between such events. The approach pre-
sented in this paper can be interpreted as providing an
event-definition language using temporal logic (in contrast
to EAOP’s functional or imperative event-definition lan-
guages) and compile-time aspect application (as opposed to
EAOP’s dynamic aspect application).

AspectC is another aspect system targeted towards C
code and has been used to implement various OS con-
cerns [2, 3]. In this work, the cflow construct of AspectJ
has been found useful to describe the set of functions that
should appear on the call stack if an aspect is to apply.
Walker and Murphy propose to consider ordered sequences
of calls rather than simply sets of pending calls [14]. Never-
theless, these approaches are based on run-time analysis of
the current context, which implies less efficient code than
the static analysis of all possible paths, as used in our case.

There have been several uses of logic in specifying non-
local properties in program transformation rules. Lacey
and de Moor use temporal logic to describe conditions on
rewrite rules [9]. We follow their approach here. Subsequent

work by Lacey et al. shows how to prove the correctness
of standard compiler optimizations based on this approach
[10]. Drape et al. present a variant of logic programming
that permits to conveniently express rules of the form we
have used here [5]. Nevertheless, their target is .NET rather
than kernel C code.

Metal is a language for writing static checkers, that are
then executed using the xgcc static analysis engine [7].
Metal checkers have been used to find many bugs in Linux
and OpenBSD [6]. Although the goal of these tools is to
check properties, xgcc provides some functions for modify-
ing the abstract syntax tree that might be usable for program
transformation. The main difference between Metal and our
approach is in the underlying logic that is used. Metal is es-
sentially a language for describing state machines. While
arbitrary C code can be invoked, thus extending the expres-
siveness of the language, this code must be manually veri-
fied to satisfy the independence and determinacy conditions
imposed by xgcc. Indeed, our rules rely on existential and
universal quantification over paths, and cannot be expressed
in Metal without resorting to the use of C code. By express-
ing our rules completely within a single logic, we are as-
sured that the rules are well-defined. Furthermore, we can
profit from a large body of research on understanding and
implementing temporal logic, and our rules serve as an un-
ambiguous form of documentation.

6. Conclusion

In this paper, we have presented an AOP-based trans-
formation system for evolution of an existing OS kernel to
support the Bossa framework. The aspect defines 38 rules
that use temporal logic to define conditions for instrument-
ing the original kernel. This approach is applicable to any
Linux configuration. The rule language is flexible enough
to support future evolutions both in Linux and in Bossa it-
self.

In future work, we plan to port Bossa to other OSes, such
as BSD and Windows, and to apply the Bossa approach to
other system services. We anticipate that aspects should be
useful to integrate the framework with the OS in these set-
tings as well.

The transformation system and other Bossa-related in-
formation can be found at
http://www.emn.fr/x-info/bossa.
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Appendix

The remaining rules address the following issues: initial-
ization of Bossa, insertion of Bossa event notifications, re-
moval of undesired functionality from the kernel, invocation
of some Bossa utility functions, and addition or augmenta-
tion of type and function declarations.

The rules for initializing Bossa are as follows:

n � �call�trap init��� Before�n� bossa init�
If inFunction�start kernel�

n � �call�rest init��� Before�n� bossa ioctl init�
If inFunction�start kernel�

Most of the Bossa event notifications involve sche-
dule(), and the corresponding rules have already been
presented. The remaining rules are as follows:

n � �call�wake up process���
Before�n� bossa new process�args��

If inFunction�do fork�

n � �call�free pages��� Before�n� bossa process end�args��
If inFunction�release task�

n � �call�calc load��� Before�n�bossa clock tick�
If inFunction�update times�

In some cases, the kernel uses the need resched field
of the executing process to indicate that schedule()
should subsequently be called. In Bossa, the decision to call
schedule() is controlled by the Bossa policy. We thus
remove some of the assignments to the need resched
field from the kernel.

n � �assign��eld�need resched�� ���� Rewrite�n� {}�
If inFunction�rest init� � inFunction�update process times�

� inFunction�do fork�

It is convenient that the system calls that affect the pro-
cess priority transmit the requested priority to the Bossa
scheduling policy, in case it can interpret the standard Linux
priorities. The rules are as follows:

n � �assign��eld�nice��niceval��
Before�n� bossa set priority���p->bossa��niceval��

If inFunction�sys setpriority�

n � �assign��eld�nice��newprio��
Before�n� bossa set priority���current->bossa��newprio��

If inFunction�sys nice�

Finally, some rules augment existing structure and enu-
meration type declarations, and add new variable and func-
tion declarations. New variables and functions that should
either be local to a single kernel file or that require access
to information that is local to an existing kernel file are im-
plemented separately in files that are part of the Bossa run-
time system source directory. Rules are then provided to in-
sert #include directives to cause such declarations to be
inserted into the target file. This strategy avoids cluttering
the rules with complex function definitions; rules are lim-
ited to small changes within existing definitions.
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