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Abstract. Component-based programming promises to facilitate the construc-
tion of large-scale applications, it is supported by the concept of interfaces. In
most current component models, interfaces essentially declare types and sets
of services that components implement. However, interfaces are not expressive
enough to formulate structural and behavioral properties important for compo-
nent collaboration. We consider an important class of component collaboration
properties: sequencing constraints, which components must obey when calling
one another’s services.

In this paper, we integrate sequencing properties into interfaces by means of pro-
tocols formalized in terms of finite-state machines. We are interested in operators
for the construction of components, which satisfy a correctness property which
allows a component to be substituted by another one. We present three main con-
tributions. First, we define a set of protocol composition operators, which allow
protocols to be constructed while ensuring substitutability. Second, we provide a
first step toward the integration of additional abstract state information into pro-
tocols. Finally, we show that the model presented can be advantageously applied
to the definition and extension of two widely-used component models: JavaBeans
and EJB. We show how to make the JavaBeans’ implicit protocols explicit and
extend the formulation of EJB’s access-control policies at the interface level.

1 Introduction

Component-based programming promises to facilitate the construction of large-scale
applications by supporting the composition of simple building blocks into complex ap-
plications. Despite the huge interest in components within commercial and academic
contexts, there is no unique definition of the concept of component. Commonly, several
characteristics are accepted as being fundamental to components, in particular explicit
interfaces. Interfaces are intended to impose strong restrictions on components: they
should make explicit all the means to use components, such as communication and
transfer of control between components. This is a much stronger notion of interface
than is common in object-oriented programming languages, where interactions may
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occur in a hidden fashion, e.g. through a state global to two collaborating objects (field,
constant pool).

Interfaces of traditional component platforms, such as Sun’s Enterprise JavaBeans
(EJB) [1], define the (Java) type of a component and the types of the services, i.e.,
methods, provided by a component. More elaborate behavioral specifications are often
expressed using separate methodologies, such as Rational Rose [2, 3], State Charts [4]
for object interactions, and Esterel for synchronization constraints [5]. In the case of
EJB, concerns such as security and persistance, are declaratively configured by means
of deployment descriptorsvhich are files intended to separate such behavioral descrip-
tions from the code of the enterprise beans. This way an EJB can be configured by the
bean deployer without intervening on the code.
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Fig. 1. A composition relation where services offered by a component are directly used to define
a new component.

An important behavioral property of components are sequencing constraints that
components must obey when calling services of another one. Consider the following
example that shows the dynamic dependencies regarding service availability in the con-
text of a client-server application. Figure 1 presents a component-based architecture
of a chat server application for broadcasting messages among several clients. Com-
ponents are represented by boxes, and their services by small squares at their border.
The ChatServer component, for example, offers services for clients to log in and
to log out, to broadcast messages to all logged clients and to search for a posted mes-
sage. ComponertthatServer relays the services of its two collaboratdrsgin
andMessageBoard through its interface, e.dogin() , or use them to implement
its own services, e.guosting()

Obviously, the availability of the chat server services depends on its runtime state
and eventually on the state of its clients or collaborators. Messages, for instance, can
only be posted by clients which have previously logged in. The availability of the chat
server’s services may not only depend on some particular sequence of previously called
services but also on other conditions, for example, the identity of components with
which the interaction takes place. This is the case of the posting service: it depends on
the login service to be called and the identities of the components having logged in.



Subsequent to work on object-oriented languages, explicit protocols in component
interfaces have been proposed by [6, 7, 8, 9] to facilitate the concise definition of se-
quencing constraints of components. Their semantics can be defined using finite-state
automata, which support automatic verification techniques and are expressive enough
for many application domains.

We build on this work by exploring two enhancements of such techniques. First,
we define component composition operators for explicit protocols and investigate the
impact of existing notions of protocol correctness, in particular substitutability, for such
operators. These properties are capital for component-based programming because they
allow applications to be extended without modifying their clients or avoiding the con-
struction of dynamic adaptors, which is a hard task and costly. Properties such as substi-
tutability can be checked at assembly time. However, we show that they do not hold for
some straightforward, i.éntuitive, operator definitions and we propose a technique to
solve this problem. Second, we consider the addition of state information to protocols,
which restricts protocol transitions according to the identity of collaborating compo-
nents. Third, we apply our component model to Sun’s JavaBeans model by making
explicit the implicit protocols of JavaBeans components and we exemplify the concise
formulation of the assembly of component-based applications using explicit protocols.
We use the example of the chat server to show how this can be done in JavaBeans.
Finally, we show how easily protocols can be used to define access-control security
policies that cannot be defined in the EJB’s security model.

The paper is structured as follows: in Section 2, we define our notion of components
with explicit protocols. In Section 3, we define the protocol composition operators,
discuss their properties and how components are composed. We apply our results to
JavaBeans components in Section 4. We show how to extend the EJB’s security model
in Section 5. Related work is discussed in Section 6. Finally, we present a conclusion
and propose some future work in Section 7.

2 Components with explicit protocols

We consider components as software units providing an interface consisting of a set
of method declarations, one protocol, and a set of lists of identities of collaborating
components that are used by the protocol to control the reception and send of methods
calls. The implementation of a component provides implementations for the methods
declared in the interface. There are many ways to associate protocols to services, e.g.,
one protocol per service or one protocol per component. We choose to associate one
protocol to a component, because we are interested in expressing strong sequencing
constraints. Note that this solution is not less expressive: we can merge, for example,
per-service protocols into one protocol using the techniques we present.

Informally, the semantics of interfaces is the following: the method declarations
define the services a component offers, the protocol defines sequences of possible in-
teractions (receiving and sending ones) by means of transitions of a finite-state system,
and the collaborator lists provide information to restrict protocol transitions based on
component identities. Figure 2 illustrates this for the chat component introduced earlier.
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Fig. 2. Structure of components with explicit protocols

The provided services includegin() , the protocol includes a sequencing constraint
between login and logout, and a collaborator list records logged-in clients.

ComponentDefinition ::= component Name Interface Implementation

Interface = MethodDecl* [ProtocolDefinition] ComponentStatex
ComponentState = Name : IdentityList
Implementation = MethodDef *

Fig. 3. Syntax of a component declaration

In the following we use the syntax shown in Figure 3 to define components.

2.1 Component protocols

We consider protocols formalized in terms of finite-state machines. Hence, we define a
component protocol as a set of states along with a set of transitions outgoing from each

state using the grammar shown in Figure 4.

ProtocolDefinition ::= protocol  StateDefinition™

StateDefinition ::= StateName :: Transition™

StateName x=[(init) ] Name

Transition = [ComponentTerm:] Direction Name — Name
ComponentTerm u= Name | IdentityConstraint Term
IdentityConstraintTerm = Id+ | Id! | Id— | Idx

Direction n=- |+

Fig. 4. Syntax of a component protocol.



The initial state of a protocol is identified by the lalfglit) . Transitions are
labelled with service requests and sequences of such requests are defined as sequences
of transitions allowed by the protocol. Transitions are labelled with directed service
requests which enable expression of two kinds of service requests: requests by other
components to the one considered (directiof and requests to ‘the services of other
components by the one considered (directioi.*

Transition labels may also include identity constraints, which are lists of compo-
nent identities. In this case, transitions are triggered only if the corresponding service
request is performed by a component whose identity is in the list denoted by the identity
constraint term. There are four transition labels concerning such lists:

— K+: Add the identity of the component performing the request corresponding to the
current transition to list.

— [!: Enable transitions only for components whose identity is in

— [—: Enable transitions only for componentd iand remove the identity of the com-
ponent requesting the current service.

— Ix: Sequence of transitions consisting of one transition for each identity in
This term can be defined as follows. Ldbe a list withn components thefx :
+ m() is equivalent to the following set of transition sequences:

{(si = 1Y) + sit1)i | (1, - -, pn) € permutations(l), i € {1,...,n}}

protocol ChatServer {
(init) Stable :» Users+ : -login(Client) --> Stable
Users- : -logout(Client) --> Stable
Users : -postMessage(Message) --> newMessage
newMessage : this : +newMessage(Message) --> Posting
Posting :» Users* : +broadcast(Client) --> Stable

Fig. 5. Protocol definition of the chat server application.

The protocol definitions we introduce can be used to concisely define the interac-
tions of the previous chat server component. Figure 5 shows an appropriate protocol
definition. It is defined using three states. The initial s&itt@blehas three transitions
representing service requests provided by the server (denoted by the directitm *
add a client, to remove a client and to post a message. The transitions labelled with
identity constraints record added and removed clients and thus ensure that messages
are posted by clients that are currently logged in to all clients that have been added
but not removed. Once a client has successfully requested to post a message the pro-
tocol transits to thenewMessagstate from which the only allowed operation allows
the server to set aewMessage and pass to thBostingstate. The protocol can tran-
sit to theStableonce it has sent broadcast(Message) message to every client
that has been logged. This protocol ensures that while a message is being posted and
broadcasted no other clients can logout or login.



2.2 Properties: protocol substitutability and compatibility

Explicit protocol information in interfaces, in particular protocols based on finite-state
systems, is intended to enable the automatic verification of composition properties and
adaptation properties. Existing approaches to explicit protocols for objects and com-
ponents (see [10, 6, 9]) provide a number of suitable properties and verification pro-
cedures. Two kinds of property are of foremost importance: compatibility and substi-
tutability. The former is concerned with the problem if traces, i.e. acceptable sequences
of service requests, of one protocol can match the traces of one another. In other words,
whether one component can satisfy the requirements of a second component for any
sequence of service requests. Satisfaction of the latter enables one protocol to be substi-
tuted for another. Informally, a protocol replacing another one must accept at least the
same sequences of service requests and can not refuse more service requests than the
protocol it replaces. Moreover, if a protoapis substitutable for protocaj, then proto-

col g is compatible with every protocol compatible withIn other words, if we know

that a component server is compatible with a set of clients, then any component with a
protocol that can substitute the original protocol of the server will still be compatible
with the clients.

We strongly believe that substitutability is a key property in the development of
distributed applications because it allows one to determine, for example, whether an
extended server is still compatible with its clients. In this paper we consider substi-
tutability properties of the protocol composition operators in some detail and discuss
compatibility briefly. To treat substitutability formally, we choose Nierstrasz’ notion of
request substitutability [10] and the corresponding notion of substitutability between
protocols. (We introduce the relevant notions as needed in the text.)

3 Composition

We consider component composition as the basic relation that enables a component to
use the services provided by another one. Composition traditionally involves requests to
services declared in the interface of another component. In the context of components
with explicit protocols, component composition naturally involves composition of pro-
tocols. We propose to support protocol compaosition by protocol composition operators
because we are interested in — as far as possible — preserving the substitutability by
construction. In this paper, we consider five protocol operators:

— Union at stateMerge a protocol into another at a given state.

— Union. Merging several protocols into one at their initial state.

— ConcatenationAppend a protocol at the end of another one.

— Insertion.Insertion of a protocol into another one.

— ldentity constraint propagatiorPropagation of an identity constraint from one pro-
tocol to another.

While the first four operators, Union at state, Union, Append and Insertion are struc-
tural operators, the last operator, Identity constraint propagation, is an operator for the
manipulation of the abstract state associated with protocols. The interest of these first



four operators is to permit the construction of more complex operators from simpler
ones. While the structural operator are not original by themselves (see [10, 6] for ex-
ample) up to now no study of their properties, in particular substitutability, has been
conducted. We argue that the substitutability relation is important for both component
providers and component deployers. It allows a component provider to build compo-
nents that can be safely replaced by previous versions of the same component. On the
other hand it allows component deployers to replace a component by another without
worrying about compatibility issues. One of the main contributions of this article is

to analyse the relation between the operand protocols and the resulting protocol while
trying to focus on thesubstitutabilityproperty previously studied in [10].

These protocol operators then give rise to corresponding component operators as
follows. Let a component be denoted @d, p, s), ) whered is a set of method dec-
larations,p a protocol,s a state associated to a protocol, aralset of method imple-
mentations. Given one of the composition operators introduced above (depptdte
composition of two components, ¢z can be defined as:

((d1 Uds, p1 op p2, s1Usz), i1 Uis)

3.1 Protocol Composition

We formally define the protocol operators using the common definition of finite-state
systems as 5-tuples= (Q, X, ¢, ¥, F) [11]. Q is the set of states of the component
protocol. X is the alphabet of valid labels consisting of service requests, i.e. method
signatures, directions, and identity constraigtsC @ x X x @ is the transition
relation,:? is the initial state and’ the set of final states.

For the sake of simplicity, we make two assumptions on protocol definitions. First,
operand protocols in a composition are defined using disjoint sets of states. Second, the
set of final states of all protocols 8 = {s € Q| (s,t,s') € 6 : s = §'},i.e,all
states from which no other state except itself can be reached. Similar restrictions are
used in approaches related to explicit prototols

Structural manipulation of protocols, i.e., graph structures representing finite-state
systems, are difficult to describe using constructive operators, principally because we
are interested in preserving properties of protocols, in particular substitutability. We first
provide an operator for merging protocols, the union at state operator, which preserves
the substitutability relation between the resulting protocol and its first operand protocol.
In a second step, we define two more restricted operators — the union at the initial state
and the append operators— and discuss property preservation for these operators. Then,
we present an insertion operator which does not preserve any property in general but
allows arbitrary protocols to be constructed as a protocol composition of the first four
protocols operators. Finally, we present a first step towards the description of a protocol
operator for the abstract state of the protocol.

The correctness property we are considering in this paper is protocol substitutability,
which is defined when one protocol can be substituted for another one. We adopt Nier-
strasz’ notion of request substitutability [10] ensuring thatig substitutable fog then

! Nierstrasz [10], for example, does not mention final states in protocol definitions but considers,
for the sake of an argument, all states of a protocol to be final.



p cannot refuse a service request (after having processed a sequence of service requests,
says) if ¢ could not refuse the same request (also after having already perfejmed

Protocol operators are subject to a recurring problem with regard to substitutabil-
ity: operators may introduce non-determinism which violates this property. One of the
contribution of this paper is a technique to solve this problem in some important cases:
we can construct a new protocol which preserves request substitutability by merging
specific protocol states. We defer the detailed presentation of this technique up to its
application to the union operator below.

Union at state. We start defining a general protocol that allows us to insert a protocol
into another at a specific state. The resulting protocol will have the same structure than
the first operand and from the target state it will be able to accept sequences that are
accepted from the initial state of the second operand protocol. Despite its generality,
this protocol has the particularity of producing a result that is substitutable for its first
operand. This operator is useful, for example, to merge different protocols, which are
each associated to a different service into one protocol at different states of a main
protocol.

(&) Protocolp andg (b) Incorrect union

Fig. 6. Incorrect unification of; into p at statep.

However, this operator does not preserve substitutability because the resulting pro-
tocol can fail after executing a sequence of service requests when a constituent protocol
does not fail. This is due to the non-determinism introduced by merging the initial states
of the protocols. Reconsider protocplandq defined in Figure 6a, the union at the ini-
tial state of protocop is shown in Figure 6b. After accepting the service requast
protocolp is in statep; and the protocol shown in Figure 6b may be in either state
or ¢o, and ing, it may refuse a service requestwhile protocolp from statep; cannot.

The result protocol may fail to execute the sequeneez, while protocolp cannot fail
for the same sequence.

In order to preserve substitutability we have to avoid introducing non-deterministic
transitions in the resulting protocol if they introduce failures not present in the corre-
sponding constituent protocols. To do this, we have to consider states reached by com-
mon sequences of service requests from the target gtata the previous example).



The problem arises, if the outgoing transitions of the states reached by such a sequence

in the two protocols are different. In this case, we propose to merge the concerned states

into a new state: every transition ending in one of the old states is redirected to the new

one, and transitions starting from one of the old states are made to start from the new

state. In this way different failures of states reachable by common traces are eliminated.
We can characterize two states as problematic in the sense above by means of two

relations, denoted by”® and{}*, wheres is the state where the union takes place.zp et

andq be protocolsy € QP, y € Q4, andi =L 7 denote that: is reachable via trace

fromi. Then:

. def
(s,47) € 1°

1%y PR (s == z Al = y) A initials(x) # initials(y)

whereinitals(z) denotes the outgoing transitions of staté® relates two states which
can be reached by at least one common trace from their respective initial state and which
have differently-labelled outgoing transitions.

We denote the reflexive, transitive closure|éfy {*:

x ytg (x=y)V(E 1®y)VHar,...,an) ST (QPUQN" :z 1% ay...an 1%y (1)

The relationf}® is an equivalence relation (i.e. reflexive, symmetric and transitive;
the proof can be found in [12]). We denote its equivalence classesby
Based on these definition, the union operator can then be defined as follows:

Definition 1 (Union at state,©). Letp and ¢ be two protocols, the union of protocol
q at states of protocolp, writtenp @° ¢, is defined as the protocel= (Q", X7, 4",
[P, F7):

Q" = {[«]" |z € (QnUQM}
2T =3Puy X1
6" ={(s1,m,s2) | (z,m,y) € (6P U : sy =[] A sy =[y]"}

This definition combines two protocols into one by using states merged by means
of the relationf}*. This operator definition represents an important contribution of this
paper because it ensures by construction that the resulting protocol of the union at state
s can safely substitute its left operand protocol. The proof that the resulting protocol
of a union operation can substitute any of its operands mainly relies on the fact that
the resulting protocol inherits all the traces from its operands so it can accept all the
sequences that its operands may accept. Moreover, the states of the resulting protocol
are created in such a way that cannot fail to serve a request after a given segjuénce
requests if the first operand is able to serve the requestsaffEhe formal proof can be
found in [12]).

Applied to the two example protocols shown in Figure 6a, the union operator yields
the result shown in Figure 7. This time, the resulting protocol will never refuse the
sequence.a.a.



Fig. 7. Correct union of; into p at stateps.

Union. A particular case of the@nion at stateoperator allows the unification of two
protocols at their initial state to result in a protocol that accepts any sequence accepted
by its parent protocols. This particular union is useful, for example, to merge different
per-service protocols into one protocol and has the property that the resulting protocol
is substitutable for both of its operands protocols.

Definition 2 (Union operator, ®). Let p and ¢ be two protocols, thenion operator
preserving substitutabilitywrittenp @ ¢, is defined as the protocel

r= i
=p2" q

The particularity of this operator is that it ensures that the resulting protocol can be
substituted for any of its operand protocols (the proof can be found in [12]). Applied
to the two example protocols shown in Figure 6a, the union operator yields the result
shown in Figure 8a.

(a) Correct union (b) Concatenation

Fig. 8. Applying different operators tp andq

Concatenation. The concatenation of two protocols consists in appending one pro-
tocol to another. The resulting protocol of concatenation, behaves initially as the first
constituent protocol but once the protocol reaches any of its final states, it starts behav-
ing as the second protocol. We define this operator as a restricted variant of the union
at state operator in order to get the benefit of its substitutability property.

Definition 3 (Concatenation operator—). Let p and ¢ be two protocols and™? =
{f1, f2,- -+, fn} the set of’s final states. The concatenation of protogdb protocol



p, writtenp — ¢, is defined as follows:
p—q:= (potgolq---olq

Figure 8b shows the resulting protocol from concatenating protgtolprotocol
p. Regarding protocol properties, the result of a concatenation preserves the properties
of its constituents, if restricted to itéght part. In other wordsp — ¢ is protocol
substitutable for protocal but not for protocol;.

Insertion. Let us consider a very general protocol operator which allows the insertion
of a protocol into another one at an arbitrary state, sayy specifying redirection of
transitions to and from explicitly. For example, protocols andg shown in Figure 9a.
Insertingg in protocolp at stateps and replacing stateg, gz with ps, p3, respectively,
yields the protocol shown in Figure 9b.

H 1 . D2
Fig. 9. Insertingg atp: p ®{<qz,pz),(q3,p3>} q

In general, such an insertion depends on four parameters: the two protocols, the
target state where insertion should take place and an identification mapping? —

QP which defines states @f that have to be replaced by states frpniThe insertion
operation can be defined as consisting of two steps. First, every transition starting from
t is replaced by an analogous transition starting figennitial state ¢(?). Second, the
identification mapping is processed. For each pajrs,) € I, all transitions going to

sq are redirected te,, and all transitions going out from), start ats,, instead.

This operator is not very natural in terms of protocol programming, but its main
purpose is to allow us to express any protocol as the protocol composition of the four
first protocols presented up to now. Let us define the insertion protocol operator more
formally:

Definition 4 (Insertion operator, ®). Let p and ¢ be two protocolst € QP, I :
Q? — QP such thatdy € Q7 : I(y) = t. The insertion of; into p at ¢, written
p @} p, is defined by the protocel= (Q", X", 6", ¥, F"), where:

Q" = QPUQ! — Dom(I)
Xr=XPuyX
5 = {(z,m,y) | (&' m,y) € (67 U 69)
(@ =Ix)Ve=a)A (Y =yVy =Iy)N(y=t=z=1t)}
U{(z,m,i?) | (x,m,t) € 6P,z £t} U {(t,m,t) € 6P}



This definition constructs an automaton preserving the states of both automata ex-
cept for unified states, i.e., stateslham (). In the resulting automaton, the transitions
of g etp are preserved if they do not involve states mapped layd the target state
t. Transitions involving states mapped byre translated to the corresponding transi-
tions involving mapped states. Transitions from other stateotminate fromi? after
insertion and self edges erare preserved.

Obviously, the insertion operator does not preserve substitutability property w.r.t. its
constituent protocols. This is due to its generality, in particular the structural changes
induced by the identification mapping.

Identity constraint propagation operator The operators defined previously are struc-
tural operators because they are defined only in terms of states and transitions represent-
ing service requests. Our protocols also include state information to record identities
of collaborating components and restrict transitions based on identities. Protocols can
therefore be combined in order to manipulate this state information. In this section we
present such an operator that propagates identity constraints among protocols.

One operator for identity constraint propagation may label all its transitions with an
identity constraints. This operator can be defined as follows:

Definition 5 (Identity constraint propagation operator, | ). Letp be a protocol and
X an identity constraint term. Thdentity constraint propagatiaronstrainingp by X,
writtenp| x, is defined as the protocel= (Q?, X", §", i, F'") where:

St ={Z:4m|Z= (Y NX),Y:+me I?}
0" ={(z,Z:tm,y) | Z= (Y NX),(x,Y : £m,y) € 67}

This operator does not preserve substitutability by itself but there are state-specific
laws guaranteeing the preservation of substitutability for parts of the result, for example,
whereY C X.

This operation can be combined with the other operators. A specialized concatena-
tion operator of protocols, for example, may propagate an identity constraint from final
transitions of the first protocol to the second one in addition to concatenation. More pre-
cisely, letp andq be two protocols such that every transition leading to a final state of
is constrained by the same component téfiilrhe result of propagating the constraint
X of ptogin p —* ¢ can be defined as:

r=({p—aq lx

4 Making JavaBeans’ implicit protocols explicit

JavaBeans [13] is a white-box component model based on Java [14]. The communica-
tion means of a JavaBean consists of public fields, methods, and several mechanisms
based on events. The mechanisms for event-based communication can be seen as defin-
ing implicit protocols between communicating JavaBeans. The protocols are implicit
because parts of them do not appear in the JavaBeans’ interface. In this section, we



make these protocols explicit using the notions introduced previously and we show
how we can define JavaBeans more declaratively.

JavaBeans’ events adhere to the publish-subscribe paradigm [15], permitting com-
ponents to register for notification (through broadcast) of events. Basically, two implicit
protocols are supported: th@und propertiesepresent values for which the modifica-
tion is notified through a broadcast event to all registered compon@otsstrained
propertiesare values for which the modification any registered component has the pos-
sibility to emit a veto to a proposed modification. These particular kinds of properties
are used as a composition mechanism, specially in GUI interfaces, where, for instance,
buttons and other graphics elements are plugged together in order to conform to a new
interface entity.

4.1 Basic event management

Events are used to propagate information from a source bean to a set of collaborating
beans, called listeners. Event objects encapsulate information about a state change of
anevent sourcdean. The event source bean must implement two methods for adding
and removing listeners.

init

X+: —addListener(Listener X) . e
X~: —removeListener(Listener X) Sable X +fireEvent(Event)

Fig. 10.Protocol for basic event management

The event registering mechanism essentially is a (simple) protocol between an event
source and one or more event listeners. We can represent this protocol explicitly using
our notation as shown in Figure 10. The protocol is defined by one state with three
transitions constrained by identity constraints. The transition labelledamiiis-
tener(...) allows any component to call the service for subscribing as event lis-
tener and to add its identity to the varialeThe transition labelledemoveListe-
ner(...) allows a component to request its removal from the list of listeners provided
that it has been previously registered. Finally, the transition labditeBvent-

(...)  describes the source sending an event to all registered listeners.

4.2 Bound properties

A bound propertyis an instance variable of a JavaBean satisfying two characteristics.
First, other beans can access a bound property only through its accessors methods for
getting and setting its value. Second, the beans owning the bound property keeps a list
of subscribed listeners that are notified with a suitable event each time that the bound
variable changes.

This protocol can be represented explicitly as shown in Figure 11. Basically, bound
properties reuse the protocol for basic event management and add one state which is



init —setProperty(Type)

. H H /\
X+: —addListener(Listener X)
X~ —removeListener(Listener X) Sable
\//

X*: +propertyChange(Event)

Fig. 11. Protocol of bound properties

reached by setting the property. Once the property has been set, the protocol transits to
its inital state by broadcasting an appropriate event to all listeners.

4.3 Constrained properties

In the case of constrained properties, the source bean keeps, in general, two lists of
listeners: one list of beans listening to changes of the constrained property and an-
other list of beans that can veto a change to the property’s value. Once a change has
been requested, the bean broadcasts an event to the beans in the second list which can
veto or not the proposed change. If a bean disagrees with the change, it throws an ex-
ception of typePropertyVetoException . Otherwise, the value is changed and a
changeProperty  eventis broadcast to listeners registered to be notified.

init
X+: —addListener(Listener)
X-: —removeL.istener(Listener) Stable

Y+: —addVetoableChangeL.istener(Listener)
Y-: —removeVetoableChangeListener(Listener)

—setProperty(Type) Y*: +vetoableChange(Event) —assignProperty(Type)

Ceor) o)

Y! -veto()
X*: +propertyChange(Event)

Fig. 12. Component protocol of a constrained property.

The protocol of constrained properties can be made explicit as shown in Figure 12.
Compared to the protocol for bound properties, this protocol features an intermediate
stateVetoingthat allows beans to emit a veto, in which case no change occurs. Other-
wise the protocol transits to ti&ettingstate from where the bean fireslaangePro-
perty eventto every listener registered for change notification.

This discussion suggests that constrained properties can be seen as an extension
of bound properties. Since it is possible to express these protocols explicitly in our
framework, we can define the relationship between the two protocols precisely. The
following protocol definition captures the veto-part of the protocol for the constraint

property

protocol Veto {

Veto S . +vetoableChange(Event) --> Vetoing
Vetoing :: +assignProperty(Type) --> Approved
Y! . -veto() --> (init) Start



In stateVeto the bean notifies all beans registeredyif the change proposal.
Then, in state/etoing , two transitions can be taken. Either assignProperty
message is sent to every componenYiand theApproved state is reached. Or the
change is vetoed by one of the listeners which is represented by the mestage

The constrained protocol can then be written as a protocol composition between
the bound protocol and théeto protocol by inserting the Veto protocol after the state
Stableand redirecting transitions as follows:

. 7 X Setting
ConstrainedProtocol = BoundProtocol ®{(Approved,settmg),(Vetoed,Stable)} Veto

We can formally proof the correctness of this construction by equational reasoning;
the proof is given in [12].

Users!:—postMessage(Message) —newMessage(Message)

init
U Users*: +broadcast(Message)

Users—: —removeL.istenerUser(ListenerUser)
Users+: —addL istenerUser(ListenerUser)

(a) The posting protocol.

Users!: —PostMessage(Message) Moderators*: +vetoableChange(Message) —newMessage(Message)

Moderators!: —veto()
Users*: +propertyChange(Message)

Moderators—: —removeL.istenerModerator(ListenerModerator)
Moderators+: —addListenerModerator(ListenerModerator)

(b) The moderator protocol.

Users!: ~PostM Message) Mc *: +vetoableChange(Message) —newMessage(Message)

Users—: —removeL.istenerUser(ListenerUser)
User+: —addL istenerUser(ListenerUser)

Moderators!: -veto()

Moderators—: —removeListenerModerator(ListenerModerator) Users*: +broadcast(Message)

Moderators+: —addL istenerModerator(ListenerModerator)

(c) The resulting protocol.

Fig. 13.Moderators protocol.

To demonstrate the application of the proposed formalism, consider the use of
bound and constrained protocols as part of the chat server application. Sometimes, a
special chat session may require one ore more moderators that may refuse the broad-



casting of an inadequate message. This can be implemented by constraining the mes-
sages to be sent with the vetos of moderators. Figure 13 shows an appropriate protocol.
Part (a) shows the protocol for posting (broadcasting) messages. From an initial state,

it is possible to either add or remove users that can request to post a message that is
afterward broadcast to every registered user. Part (b) shows the protocol for modera-

tion of messages using a constrained property. From an initial state, moderators can be
added or removed and their approval is requested whenever a message is posted. If no
moderator disagrees the message is posted.

The moderated version of the posting protocol can be composed from protocols a)
and b) as shown in Part c). The protocol composition essentially consists in inserting the
moderator protocol into the posting protocol by binding their initial and posting states.
Let! = {(Stableys, Stablep), (Postingys, Postingp)} be an identification mapping.

The complete protocol can then be defined as a composition:

ModeratedPosting = Posting ©7**" Moderator

A chat server protocol, which provides a monitored posting service and a message
board search facility, can then be defined by the following expression:

Chat = ModeratedPosting @ SearchMessage (2)

protocol Login {
Stable :: X+ : +login() --> Stable
}

Fig. 14.Login and Logout protocols.

The protocolChat is substitutable for both protocols and can therefore safely re-
place any server providing only one of these. Finally, we can require clients and mod-
erators to log in first using the protocol shown in Figure 14 as follows:

SecureChat = Login —~ Chat 3)

These examples show that our operators can be used to define certain common com-
positions quite concisely and declaratively.

5 Extending the EJB security model

Enterprise JavaBeans (EJB) [1] is an industrial-strength component model, which sup-
ports the development, deployment, and management of transactional business systems
using distributed components implemented in Java. In this section we discuss several
limitations of the security model of EJB and we show how can we use explicit protocols

to improve expression of access-control policies at the interface level.



5.1 The EJB security model and its limitations

The EJB security model is a role-based access-control model that permits deployers to
configure and parameterize security iblack boxfashion. An EJB server can authen-
ticate a client (using an authentication service, such as the JAAS service, for example)
and then authorize the client to call certain of its services. The authorization process
is based on a mechanism that maps a set of identities to a role with associated autho-
rizations that are declaratively specified in theployment descriptdile. At runtime a

bean is subject to security checks performed on the server side by the bean container,
which has been configured based on the deployment descriptor.

During bean development, the bean provider can implement security-related code
directly within the bean, effectively working in wahite boxfashion. To this end, the
EJB component model provides some methods irEtf&Context class to query the
container about some security-related information, such as the identity of the caller of
a method getCallerPrincipal() ) or to check whether a caller belongs or not to
a given role isCallerinRole(String) ). One of the main goals of EJB’s security
model is to provide a mechanism for specifying policies at deployment time and to
avoid the insertion of security-related code into the bean after the bean development
phase. This way, providers are encouraged to develop beans without mixing security
policies with the business logic and the application of security policies is left to the
deployer of an application.

The EJB security model is well suited for the expression of security policies to con-
trol method calls according to the caller’s identity. This is appropriate for implementing
many security policies for distributed resources. However, we argue that more complex
policies break down the overall goal of separating the security logic from the bean code.
Explicit protocols enable three natural extensions of the EJB security model that allows
more flexible security policies to be defined while respecting the goal of separation
mentioned above:

1. Explicit protocols enable access to be controled on the basis of information about
sequences of methods. For example, in EJB it is possible to authorize identities
belonging to a roleX to execute methods:; andms, but it is not possible to
restrict access of an identity to caill, only if it has already called methowh,

(which can be expressed using explicit protocolXas - m1- ms). This limitation
does not allow programmers to specify a policy sucla @atient must first get the
value to incrementing it later

2. EJB does not provide support for specifying the interaction between roles when
calling a sequence of services. Suppose, for example, that & rcde call methods
my andmsy and roleY can call method:. There is no explicit support for stating
policies such that rol& calls methodn, then roleY callsn and, finally, X calls
methodms (using explicit protocolsX! : - mq; Y!:-n; X!:-my).

3. Roles are static in the sense that it is not possible to add or to remove dynamically
identities from roles. This is because roles and identities are associated at deploy-
ment time.

This three extensions directly put at work the definition of identity constrain terms
presented in section 2.1. In order to illustrate how explicit protocols can be used to over-
come these limitations while preserving a black-box model of access control, let us have



another look at the example of the distributed chat server. Consider the collaboration of
two different entities belonging to different roles: clients and moderators, where a client
may create a forum and become moderator of that forum. Let the forum creation be
supported by the chat server through the following serviagigrorForum(Forum)

which allows a client to propose the creation of a foruerifyRequest() , which

is used to validate requests with respect to some criteria,opaForum(Forum)

which allows the instantiation of a forum. We assume that clients have two methods:
accepted(Forum)  andrefused(Forum) , which are invoked to inform a client if a
forum-related request has been accepted or refused. We would like to state the following
forum-related policiever that set of services:

1. Limitthe invocation ofaskForForum(Forum)  andopenForum(Forum) toclients
and access taskForForum(Forum)  to clients that have already calledenFo-

rum(Forum) .
2. Limit calls to verifyRequest() to moderators and additionally ensure that
rifyRequest() is executed aftesiskForForum(Forum) is performed.

3. Require thatccepted(Forum)  andrefused(Forum)  are called only on clients
that have requested the creation of a forum.

The EJB security model is not appropriate to implement these policies. For the first
and second policies, it is possible to restrict the call of the methods to authenticated en-
tities that belong to the corresponding roles (Client and Moderator). This can be done in
a declarative way by specifying the identities belonging to each role in the deployment
descriptor. However, it is not possible to specify in the deployment descriptor constrains
over sequential executions of methods. To implement the second and third policies, in
EJB, it is necessary to make an analysis of previous methods calls with respect to the
current method by introducing code for managing sequences of methods calls.

5.2 Using protocols to enhance the EJB security model

Figure 15 shows a protocol implementing the three forum-related policies, governing
the creation of new forums. The server restricts the execution of the matkbar-
Forum(Forum) to the same clientthat afterwards requesipenForum(Forum) . The
protocol limits requestegerifyRequest() to moderators (represented by the identity
term M) and expresses that a client must have requested the creation of a forum before.
Only after the requesterifyRequest() , the server is allowed to send an answer to
the client who has requested the forum’s creation. Finally, only after the reception of
an acceptance notification from the server, the client can request the initialization of the
forum by the server.

Once again we can show how to extend the chat server protocol by unifying the
secured version of the chat server, defined in Equation 3, at theSttdike with the
new service protocol:

NewChat = SecureChat @°**"*¢ ForumCreation

By construction, substitutability w.r.t. the secured chat server protocol holds, and we
can thus conclude that existing clients are still compatible with this new version of the
server.



c: -askFor Forum(Forum) M: -verifyRequests() c: +accepted(Forum) c: -openForum(Forum)

c: +accepted(Forum)

Fig. 15. Protocol of a Forum creation request

We have given evidence that component with explicit protocols can provide a better
solution for the implementation of sophisticated policies. First, protocols are expressed
at the interface level and security policies can be expressed separately from code of
the client and the server beans and their expression can be done in the deployment de-
scriptor, thus not breaking EJB security model. Second, protocols allow us to describe
sequencing constraints between methods and roles. Third, protocols allow a more flex-
ible treatment of identities and roles, such as adding and removing identities from roles
dynamically. Finally, the construction operators and associated substitutability property
are also useful within a black-box component model: unnecessary generation of adap-
tors and modification of the client/server code is avoided.

6 Related Work

There are many approaches to the specification of sequencing constraints in many dif-
ferent fields. In the following we only consider approaches concerned with explicit
protocol specifications based on finite-automata in components or object-oriented sys-
tems.

Objects and protocoldNierstrasz uses regular types [10] to investigate service avail-
ability of objects using CSP [16] as a basis. He defines notions for compatibility and
substitutability of protocol-enhanced objects. Our work can be seen as an extension of
his work to components. PROCOL [17] is a parallel C-based object-oriented language
with explicit per-objects protocols. Protocols describe the sequencing and synchroniza-
tion constraints between an object and its partners. Protocols can constrain access to
certain methods directly referencing instance variables by means of guards. PROCOL
is intended to be a general programming language and does not provide support for the
automatic verification of properties. In contrast to our work, neither of these approaches
considers construction operators and state separated from the protocol.

Component and protocol$here are several approaches to the integration of finite-
state based protocols to components. Plazil at al. from the SOFA project [18] at Charles
University in Prague propose an enhanced architectural description language for com-
ponent behavior with explicit protocols. They investigate protocol composition opera-
tors similar to regular expressions [9]. However, they do not consider property preser-
vation of such operators. Yellin and Strom [6] also integrate explicit protocol into com-
ponents. Their work is genuine in that it considers automatic generation of adapter code
among component protocols in order to satisfy compatibility. However, they do not con-
sider constructors operators. Alfaro and Henzinger [7] also explore temporal properties



of components by means of finite-state machines. They do consider construction oper-
ators but use an “optimistic” semantics for protocols. This means that their correctness
properties are very different from ours. Finally, these three approaches do not consider
separated state information associated to protocols.

Separated component specificatiofitiere are numerous approaches supporting
specifications of component-related properties which are separated from the underlying
component model itself. UML [3], for instance, has been applied to the specification of
components. Similarly, message sequence charts [19] (for an application to components
see the PhD thesis of Wydaeghe [8]) is a trace language which can be used to describe
interactions among components based on finite-state systems. Architectural description
languages, such as Wright [20], have also been used for similar purposes. In contrast to
our work, few of these approaches have considered construction operators and none of
them explores the separation of state information from the protocol.

7 Conclusion

Extending previous work on finite-state based protocols for objects and components, we
proposed three main contributions. First, a set of four composition operators for com-
ponents with explicit protocols and discussed the impact of existing notions of protocol
correctness, in particular substitutability. We showed, in particular, that they do not hold
for some straightforward, i.e. “intuitive”, operator definitions and we presented a tech-
nique to solve this problem. Second, we considered the addition of state information
to protocols to restrict protocol transitions based on the identity of collaborating com-
ponents. Finally, we validated the use of the proposed techniques by applying them to
Sun’s component models, JavaBeans and Enterprise JavaBeans. We were able to make
explicit the implicit protocols of JavaBeans components and demonstrated that explicit
protocols support a concise method for the declarative assembly of component-based
applications. As to EJB, we have shown that explicit protocols at the interface level
allow the declarative formulation of more flexible access-control policies while pre-
serving EJB’s black-box properties.

Future work.There are many topics for future work based on the work presented in
this paper. The current set of protocol constructors should be enlarged to make protocol
construction more flexible. Furthermore, our investigation of separated state informa-
tion only constitutes a first step of this concept and should be pursued. Finally, we plan
to test our ideas with real-life EJB.
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